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Ouser Muxogaioud OMenbuyk

Kagheopa kpuminanvrozo npasa ma npoyecy
Xmenvruybkuil yHieepcumem ynpasninia ma npasa imeri Jleonioa FO3vko6a
XmenvHuyvkui, Yxpaina

Mapis IlerpiBna My3unka

Kageopa meopii npasa i kpuminansHo-npoyecyanbroi JisibHoCmi
Hayionanena axkademis Jepoicagnoi npuxopoonnoi cayxcou Yrpainu imeni boeoana XmenvHuybkozo
Xmenvnuyvkutl, Yepaina

Mukoaa OaekciiioBuu Ctedanuyk

Komimem 3 npasoeoi nonimuxu
Bepxosna Paoa Ykpainu
Kuis, Ykpaina

Ipuna IlerpiBHa CTOpokKyK

Kageopa xoncmumyyitinozo, aominicmpamusHozo ma Qinancosozo npasa
XmenvHuybkuil yHigepcumem ynpaeninia ma npasa imeti Jleonioa FO3vko06a
Xmenvnuyvkutl, Yxpaina

Inna AnaroJaiiBHa BaieBcbka

Kageopa misicnapoonux mediakomyHikayiti i KOMYHIKAMUSHUX MEXHON02IlL
Kuiscoruii nayionanvnuti ynieepcumem imeni Tapaca lllesuenxo
Kuis, Ykpaina

IMPABOBI IIJICTABH OBMEKEHHS TOCTYITY HA IHOOPMAIIIO:
DPLITOCOPCHKHUN ACITEKT

Amnorauis. [[leudke nowupenns inmepremy ma KOMYHIKAYIUHUX MEXHOL02IU NOPYULYE NUMAHHS 00CMYRY 00 THpopmayii,
ocobuso oocmyny 00 iHgopmayii uepes inmepnem. Kinbkicmo ingopmayii 6 mepedxnci nocmiuno 30ibuyemocs, |
B800HOUAC DOKAAOAEMBCAL 8Ce Oinble 3YCUNDL, WOO NEeBHOI0 MIPOTO 0OMedNcUmU 0OCMYn Kopucmyeadie 0o nei. Yum dinvuie
obMmediceHb CIMEOPINIOMb OepIICcABHi Opeanu y yil cghepi, mum Oinbuie 3yCuib OOKIA0AEMbCA, Wob obitmu abo nopyuumu
yi 3a60ponu. Binonuii docmyn 00 ingopmayii 6 0eMOKPAMUYHOMY CYCRITbCMBL MAE CMAMU NPAGUILOM, A 0OMEICEeHHS
Ybo20 npasa — euHamkoM. Lli obmedceHHA NOBUHHI OYMU UIMKO SUSHAUEHI 3AKOHOM I 3ACMOCO8Y8AMUCA aulie y
BUNAOKAX, KOU HEODOXIOHO NOBANCAMU 3AKOHHI MA JHCUMMEBD 8ANCIUGI [HMepecu, MAaKi AK HAYIOHANbHA Oe3neka ma
KoHghioenyitinicms. OCHOBHOI MemOI0 Yb020 OOCTIONCEHHS € PO327IA0 NPABOBUX MA COYIANbHO-DINOCOPCHKUX acnekmis
docmyny 0o inghopmayii. Obmedsicenns docmyny 00 OOKYMeHMI8 5K 3aco0i6 Macosoi iHpopmayii npakmuxysaniocs 3
OasHix yacis. J[ocnioxcenHs 8UCBIMMIOE HAABHI CYREPeyHOCMI ma 8I0CMABANHS Y peanizayii npunyunis peanisayii npasa
Ha iHgopmayiio 6 Yrpaini na pisni 3akonie ma niozaxonnux axmis. [locriosxcenns kiacughikye inghopmayiio 6ionogiono
00 xapaxkmepy 0OMediceHdb (30TUCHeHHS) KOHCIMUMYYIUHUX npas ma co600 y ingopmayitnii cgepi. byno susenero, wo
3aKOH00ABCME0 YKpainu He cucmemamusye nepeix Kongioenyiinoi ingpopmayii 8 eounomy peanamenmi Ha 6i0MiHy 8i0
pociticoroi ¢hedepayii ma nadae 0cHO8HI munu KoHQiOenyiinoi ocodoucmoi ingopmayii. byno ecmanosieno, uo
obmedicentsi 6y0b -AKUX C60O00 ma Npas ToOUHL, Y MOMY YUCTE 8 THPOPMAYIIHOMY NPOCOPIL, MOJICHA 6CIAHOBUMU 3d
00NOMO20I0 PI3HUX Ppe2yAAmopie, OOMIHYIOUUMU ceped AKUX € maki pieni peanizayii: npasoguil (3akoHo0asuull);
MOPAIbHA CaAMOCBIOOMICMb CYCHIIbCMEA, a8MoHOMHIcmb ocodu. Onucano ocobaugocmi ma cepu 0ii peeyramopis
obmedicennsi c60600 ma npas a0OuHU. s obmedicenus docmyny 00 iHhopmayii UKOPUCTHOBYIOMbCS PI3HTI Memoou
3axucmy il 6i0 HeCaAHKYIOHOBAHO20 HAOXOONCEHHS, SIKL MOJNCHA PO3OLIUMU HA 08 2pynu. oQiyiliHy ma He@opmaibHy

Karouosi ciioBa: kougioenyiiina ingpopmayis, acnexmu 00cmyny, pieHi 8np0o8a0’CEHH s, Xapakmep 0OMediceHb
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LEGAL GROUNDS FOR RESTRICTING ACCESS TO INFORMATION:!:
A PHILOSOPHICAL ASPECT

Abstract. The rapid spread of the Internet and communication technologies raises the issue of access to information,
especially access to information via the Internet. The amount of information on the network is constantly increasing, and
at the same time more and more efforts are being made to limit users' access to it to some extent. The more restrictions
state bodies create in this area, the more efforts are made to circumvent or violate these prohibitions. Free access to
information in a democratic society should be the rule, and restriction of this right — the exception. These restrictions
should be clearly defined by law and applied only in cases where legitimate and vital interests, such as national security
and privacy, need to be respected. The main purpose of this study is to consider the legal and socio-philosophical aspects
of access to information. Restricting access to documents as media has been practiced since ancient times. The study
highlights the existing inconsistencies and lags in the implementation of the principles of exercise of the right to
information in Ukraine at the level of laws and subordinate legislation. The study classifies information according to the
nature of restrictions (exercise) of constitutional rights and freedoms in the information sphere. It was discovered that
the legislation of Ukraine does not systematise the list of confidential information in a single regulation in contrast to the
Russian Federation and provides the main types of confidential personal information. It was found that restrictions on
any freedoms and human rights, including in the information space, can be established with the help of various regulators,
the dominant among which are the following levels of implementation: legal (legislative); moral self-consciousness of
society; autonomy of the person. Features and spheres of action of regulators of restriction of freedoms and human rights
are described. To restrict access to information, various methods are used to protect it from unauthorised receipt, which
can be divided into two groups: formal and informal

Keywords: confidential information, aspects of access, levels of implementation, nature of restrictions

INTRODUCTION

Every person has the right to freedom of expression; this right includes freedom to seek, receive, and impart
information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of
art, or through any other media of their choice. Human rights must not remain declarative. In recent years,
Ukraine has been gradually approaching the community of world powers in which democratic values are
developing. The report of the American human rights organisation Freedom House on the state of freedom in
the world recognises Ukraine as a free country [1]. However, there is no reason to claim that the protection of
human rights and freedoms is an integral part of Ukrainian legal culture and legal space. In the context of
identifying ways to further improve the system of human rights protection, the object of study is to ensure the
right to information. Humankind has vivid examples of the negative consequences of restricting rights in the
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information space. In practice, such a concept of restriction of liberty took place in the brutal censorship of all
information produced in the post-Soviet countries, which caused social discontent that eventually led to the
collapse of states. Legal restrictions on information freedom in the USSR were entirely based on ideological
considerations, which did not reflect the real needs of society.

Nowadays, Ukraine should strive to maximise media freedom in both the structural (commercial) and
social (freedom of speech) sense. The transition to new technologies and channels of information distribution
has radically changed the field of mass communications and the media, while conventional methods of
regulating access to information are becoming a thing of the past. In an era of rapid technological change and
convergence, archaic methods of state control over the media are becoming increasingly unfair, unjustified
and, ultimately, unusable [2]. Despite advances in this area, many issues remain unresolved, including the
absence or weakness of national freedom of information legislation and the low level of compliance in many
countries. No country in the world can isolate itself from global change, and the future of any state depends on
how it uses new communication technologies and responds to globalisation in the fields of economy, politics,
and culture. However, insufficient development of philosophical and methodological aspects of the categorical
status of access to information, ignoring its complex nature, which requires interdisciplinary research and
involves the specification of features of the development of ways to protect it has led to a cognitive situation
of uncertainty, both in economics and law.

1. MATERIALS AND METHODS

The phenomenon of human freedom throughout human history has been one of the objects of philosophical
research. Freedom in different eras has been studied by thinkers as a special value, including considerable
attention always being paid to information freedom. In the context of the subject matter, it is appropriate to
note the position of Kant and philosophers of the late 19" — early 20" century. According to I. Kant, freedom
in society is conditioned by nature itself to the solution of the greatest problem of the human race — the
achievement of a universal legal civil society in which there is freedom — nature demands it. It is to nature that
Kant attributes what he calls its “plan” — the development in the conditions of freedom of all natural
endowments inherent in humanity. Freedom, according to Kant, is the only primary, innate right inherent in
every person by virtue of their belonging to the human race. According to I. Kant, the essence of the natural
purpose of freedom is that freedom is not just a good in general, not just a space for self-satisfaction, a merciful
life, but a social space of activity, the development of natural endowments for the ascending development of
the entire human race [3].

According to Kant, any action is impossible without including the due in its structure. From this principle
of ethical completeness, he derives the famous categorical imperative: man lives among people, therefore, due
as a measure to limit arbitrariness is required for the action to become real [4]. Thus, freedom, in essence, is a
common, natural, integral property of every person in society. However, he has already laid the initial
foundations for substantiating the concept of restrictions on human rights. This is the idea of the emergence of
natural struggle, competition, finding balances between different interests or “freedoms” of many people and,
as a consequence, the need for a certain regulatory environment. Continuation of the development of the
research base of restrictions on the exercise of freedoms and human rights belongs to Berdyaev, who singled
out “formal freedom”, which, in his opinion, is expressed in the formula: I wish something that [ want to be
S0; as well as “material freedom”, which is expressed in the resolution: I want something to be. In his opinion,
in formal freedom the will has no object of choice and direction; in material freedom such an object exists [5].
Classical philosophers were replaced by researchers who developed concepts of the information society, where
information freedom is considered as a necessary mechanism for the development of information civilisation.
This approach has a more methodological, general philosophical nature, which equips researchers with the
methodology of studying the information society as a whole: D. Bell, M. Castells, M. McLuhan, E. Toffler [6-9].

The development of information technology and computer science has led to the consideration of issues
within the knowledge and skills of working with information using information devices and technologies [10].
The study of the phenomenon of information as a scientific and philosophical category is conducted within the
information approach [11; 12]. In recent years, scientists have been studying the phenomenon of information
and the problems of informatisation of society from different positions: legal, social, philosophical, economic,
technical and technological, etc., which are closely interrelated (A.D. Ursula, K.K. Kolina, .M. Gurevich and
others) [13]. With the accumulation of theoretical and empirical material, the development of philosophical
and methodological framework, there is a possibility and necessity to develop a new scientific field that studies
the features of information freedom as a multifaceted phenomenon of modern information civilisation. At
present, this area can be referred to as a legal category and integrates socio-philosophical, cultural, legal, and
informational approaches. But in the works of researchers, it is more represented from one position, and there
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are virtually no studies that investigate it in a comprehensive dimension, which puts the subject matter to
the fore.

The methodological framework of the study included philosophical, social, analytical and legal research
methods. General scientific and special methods were also used. The main provisions of the legal framework
for regulating the right to information at the international, national level and in some regional areas are studied.
The applied methodology allowed to develop the main directions of optimising the application of the principle
of restricting the right of access to information and choosing effective regulations for implementation in the
national legal system. The methods used allowed to obtain reliable and substantiated conclusions and results.
As one of the main methods of analysis, the study used the comparative method, which allowed to compare
the domestic practice of implementing this principle in the process of human rights protection with the legal
framework for regulating the object of study in the European Union and internationally.

At the theoretical level of analysis, the study investigated the fundamental provisions of the legal
framework of regulation and exercise of the right of access to information in the aspect of protection of human
rights at the international, foreign, and national levels. The descriptive method allowed to present the results
of the study in a logical sequence. Methods, synthesis, analogy, system, classification, and analytical methods
were also used during the study. The normative method was used to analyse aspects of issues arising within
the framework of legal regulation of human rights in the context of access to information. The evaluation
method allowed to conclude on the level of consideration and implementation of the recommendations of
international organisations in the national legal system to establish the optimal level of restrictions on access
to information.

The method of synthesis allowed to solve the research problems through its application to primary
sources on this issue. The application of the analytical method to these primary sources allowed to make
recommendations regarding the implementation of the provisions of European and international legislation
into the national legal system; identify the main areas of experience in its application in the process of human
rights protection and compliance of national systems with the international base and judicial practice. Methods
of induction and deduction are used to analyse the content and structure of legislative texts, the characteristics
of legal provisions in the context of the subject matter. The historical method was used during the analysis,
which allowed to study the process of development of philosophical understanding of information law and its
limitations in rule-making and legal doctrine at different stages of development. The genetic method allowed
to identify stages in the evolution of the right to access information and the system of human rights protection
in this legal field, to establish their sequence in time and to trace how and under the influence of which factors
the provisions governing them changed. The structural and functional analysis allowed to consider the features
of the structural organisation of modern institutions and organisations that introduce and apply access and
restrictions to information and protect human rights and monitor their observance, their interaction with each
other and with other institutions whose activities concern these questions in one way or another. To achieve
this purpose, a system of methods of cognition of socio-legal phenomena is also used, as the development of
a legal mechanism of provisions is a complex issue.

2. RESULTS AND DISCUSSION

An integral part of any information system is information, access to which is provided through the systematic
and prompt disclosure of information and through the provision of information upon request. Sources of
disclosure of information are official publications; official websites on the Internet; single state web portal of
open data; information stands and other ways. From ancient times it was practiced to restrict access to
documents as information carriers by individuals, to transmit it by special courier or pigeon mail, etc.
Currently, modern telecommunication channels are used to implement this restriction mechanism. However,
this approach requires significant capital investment.

Steganography is engaged in the development of means and methods of concealing the fact of message
transmission. The first traces of steganographic methods are found in antiquity. Thus, there is a description of
two methods of concealing information in the works of the ancient Greek historian Herodotus: writing the
message on the shaved head of a slave, then regrowing hair and sending the slave to the recipient, who again
shaved the slave's head to read the message. Another ancient way was to apply the message on a wooden board,
which was then covered with wax, and thus did not arouse any suspicion. Then the wax was scraped off, and
the message became visible. Currently, steganographic methods in combination with cryptographic have found
wide application in order to conceal and transmit confidential information. Cryptography develops methods
for converting information to protect it from unauthorised access. The right to receive information is an integral
part of the broader concept of “Right to freedom of expression”, which is reflected in Article 10 of the European
Convention for the Protection of Human Rights and Fundamental Freedoms [14]. With regard to the right to
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freedom of expression, including the right to information, Part 2 of this Article of the Convention determines
the grounds for their restriction. Furthermore, this article contains two conditions for the use of these grounds
in practice:

— determination of grounds at the legislative level; therewith, legal regulation of restrictions on the right
to information should allow a person to predict in advance under what conditions and within what limits they
can obtain a particular piece of information, and any restriction must meet the criteria of accuracy and
accessibility;

— being based on the criterion of “necessity in a democratic society”, which is developed in sufficient
detail and confirmed by European case law.

One of the most commonly used signs of determining the existence of this “necessity” is the
proportionality of restricting access to information. The measure of restraint must be proportionate to the
means and purpose of the restraint and be conditioned by an urgent public need. In general, the provisions of
Ukrainian constitutional law follow the European tradition and guarantee the right of everyone to freely collect,
store, use, and disseminate information. The Constitution of Ukraine contains certain restrictions on the granted
right [15] (parts 2, 3 of Article 34 of the Constitution of Ukraine). Despite this, there is still some inconsistency
and lag in the implementation of these principles of exercise of the right to information at the level of laws and
subordinate legislation. This can be clearly analysed on the example of the Law of Ukraine “On Information” [16].
Thus, the issue of establishing regimes of access to information, and in particular the validity of the application
of Article 30 of the Law of Ukraine “On Restriction of Access to Information”, is very controversial in practice.
The problem is that the article does not have clear criteria for reasonably classifying information as restricted.
This indicates that a fairly wide discretion is given at the stage of law enforcement, which can lead to a violation
of the rights of the subjects of information relations.

Furthermore, the current version of Article 9 significantly expands the grounds for restricting the right
of access to information that is inconsistent with the principles of the Convention and does not allow a person
to predict the extent of their possible conduct in advance. In particular, part 3 Article 9 of the Law of Ukraine
in the presented wording narrows the amount of information to which a citizen has free access. In this approach,
the legislator seeks to establish a list of permissible behaviours related to access to information, rather than
clear criteria for restricting such access, introducing the principle of “everything which is not explicitly
forbidden by law is allowed”. By the nature of restrictions (implementation) of constitutional rights and
freedoms in the information sphere, there are four main types of information (Fig. 1).

Information on the criterion of limitation

Information without restriction Information prohibited for distribution

Restricted information ) ) ) .
Other publicly available information

Confidential
information

State secret

Figure 1. Classification of information by the criterion of limitation

A state secret includes information that is protected by the state and recognised as such at the legislative
level, it contains information on intelligence, military, foreign policy, economic, counterintelligence,
operational and investigative, etc. activities. A distinctive feature of this information is that its dissemination
without restrictions can harm national security. The owner of a state secret is the state itself. Requirements for
the protection of this information and control over their observance are regulated by the Law of Ukraine “On
State Secrets” [17]. The law establishes a list of information that compares a state secret and a range of
information that is not subject to classification. It also stipulates judicial protection of the rights of citizens in
connection with unjustified secrecy, and defines bodies of protection of the state secret.

The degree of restriction of access to information constituting a state secret is determined by the degree
of secrecy, the criteria of which are established by the State Committee of Ukraine for State Secrets.
Confidential information is documented information, the legal regime of which is established by special rules
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of current legislation in the field of state, commercial, industrial, and other public activities. The owners of
this information are various enterprises, institutions, organisations, and individuals. The main subtype of
confidential information is personal information. Therefore, some of this information is subject to restrictions
by individuals or legal entities and cannot be subject to governmental authority. They establish the order of its
distribution at will in accordance with the law [18]. Notably, the legislation of Ukraine does not systematise
the list of confidential information in one regulation (Table 1 [19-25]). This list may be supplemented by at
least fifteen pieces of legislation containing basic confidential information about the individual, but it is also
not exhaustive and may be supplemented by other pieces of legislation.

Table 1. Basic types of confidential personal information

Information Legislative act
Information on nationality, education, marital status, religious beliefs, health | Law of Ukraine No. 2657 [16]
status, address, date and place of birth
About the registration number Tax Code of Ukraine [19]
Information about the place of residence Law No. 1382 [20]
Information on the personal life of citizens, obtained from citizens' appeals | Law No. 393 [21]
Information on the employee's remuneration Law No. 108 [22]
Information about the deceased Law No. 1102 [23]
A set of information about individuals who have suffered from violence Law No. 2229 [24]
Data on the person taken under protection in criminal proceedings Law No. 3782 [25]

For comparison, in the Russian Federation, this list is provided in the Decree of the President of the
Russian Federation “The List of Confidential Information” [26], where seven of its types are identified:

— personal data;

— secrecy of investigation and proceedings;

— official secret — official information of limited dissemination about state bodies or organisations
subordinate to them, as well as information obtained from external sources by employees of state bodies during
the performance of duties;

— professional secret (medical, lawyer, notarial, and other secrets);

— trade secret — scientific and technical, technological, production, financial and economic or other
information, including constituting the secrets of production (know-how), which has actual or potential
commercial value due to its unknown to third parties;

— summary of the invention, utility model or industrial design from the official publication of information
about them;

— information contained in the personal files of convicts, as well as information on the enforcement of
judicial acts [27; 28].

Although personal information has the status of restricted information, it is fully open to the data subject.
Only the latter decides on the transfer, processing and use of their personal data, as well as determines the
scope of subjects to whom this data may be communicated. Some personal data does not have a protection
regime, being well-known (for example, last name, first name, and patronymic). Sources of confidential
information about the legal entity are agreements, contracts, letters, reports, analytical materials, statements of
accounts, charts, schedules, specifications, and other documents drawn up on the activities of the legal entity.
Confidential information about a legal entity is in some sense identical to commercial information, and can
also harm a person if used by competitors. Trade secret is a kind of confidential information and includes
information of organisational, technical, commercial, industrial, and other nature. At the same time, civil
legislation makes provision for exceptions to information that cannot be considered commercial [29; 30]. A
special act on trade secrets has not yet been adopted in the country, although the process began in 2008 [31].
Restriction of access to information is carried out in compliance with statutory requirements (Fig. 2).
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Legislative requirements for the application of restrictions
on access to information

Solely in the interests of national security, territorial integrity or public order to prevent
riots or criminal offences, to protect public health, to protect the reputation or rights of
others, to prevent the disclosure of confidential information, or to maintain the authority
and impartiality of justice

Disclosure of information could cause significant harm to these interests

The damage from the disclosure of such information outweighs the public interest in
obtaining it

Figure 2. Legislative requirements for the application of restrictions on access to information

Restrictions on any freedoms and human rights, including in the information space, can be set by various
regulators, the dominant of which can be determined by the following levels of implementation:
— legal (legislative);
— moral self-consciousness of society;
— autonomy of the person — individual rules of the person including moral consciousness, tastes, world
outlook, representations, desires, etc.
That is, each regulator acts on its level: the law — on the state level, moral self-awareness — at the national
(or public) level, the autonomy of the person — on the individual level. For each of the regulators, certain
features can be identified and each of them is aimed at its own scope (Table 2).

Table 2. Features and scope of regulators of restrictions on freedoms and human rights

Regulator Manifestation Example
Autonomy of the Internal self-censorship A person who is convinced that any information is harmful
person of the individual or of no value to them will not regularly review its content

System of ethical-moral and

Moral - . .
. ideological-aesthetic norms . . . . .
self-g?r;(s)(;lic;ltjjness recognised an_d dominant in Negative public condemnation of any information
society
Generally binding rules o o o
Law established by the state, the Legislative prohlbl_tlon or rgstrlctlon of access to
implementation of which is information

ensured by legal coercion

The moral consciousness of society considers the issues of tolerance to the perception of the content of
information, suggests the reasons for justifying the restriction of access to certain information, in particular, as
an example, the relevant law enforcement agencies detect the spread of obscene materials on the Internet, and
prevent access to it [32; 33]. Thus, pornographic information “should be banned because it is harmful and
violates public prohibitions and certain standards of public conduct that reflect some unwritten arrangements
in a society. Society itself has decided that the dissemination of immoral materials that disorient people
contributes to the process of moral decentralisation and causes harm. However, foreign authors have a different
opinion about the prohibitions on obtaining certain information by the majority of citizens: “You are not
allowed to satisfy your tastes, not because their satisfaction is harmful to society, nor even because it is
immoral, but simply because we are not ready to endure it”. That is, the author hints at the existence of a
restriction by the public majority of the access of a minority with different tastes and views to information.
Notably, the law differs from the other two regulators in that it is official. Here, too, as a striking example, we
can touch on the same information that violates the moral foundations of society [34].

In this regard, the statement of Theodor Schroeder is correct that “printed publications, the main content
of which are articles describing in detail the immoral behaviour of individuals, spreading moral degradation in
society, are considered as undermining the public situation by detailing and justifying immoral behaviour,
which has a tendency to morally bribe young people, contributing to the choice of the wrong way of life and
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the commission of immoral acts. Undoubtedly, the legislator has the right to ban such publications without any
violation of rights”. To restrict access to information, various methods are used to protect it from unauthorised
receipt, which can be divided into two groups: formal and informal. Formal means of protection perform
protective functions according to a pre-arranged procedure without human intervention and include
mechanical, electrical, electromechanical, electronic, and other similar devices and systems that operate
independently of information systems, creating various obstacles to destabilising factors (door lock, screens).
Hardware — mechanical, electrical, electromechanical, electronic, optical, laser, radar, and similar devices that
are embedded in information systems or combined with it specifically to solve information security problems.

Software — software packages, individual programmes or parts thereof used to solve information security
problems. Software does not require special equipment, but leads to a decrease in the productivity of
information systems, requires the allocation of a certain number of resources for their needs, etc. Specific
means of information protection include cryptographic methods. In information systems, cryptographic means
of information protection can be used both to protect the processed information in the system components and
to protect the information transmitted over communication channels. The conversion of information can be
performed by hardware or software, using mechanical devices, manually, etc. Informal remedies, in contrast
to formal ones, are regulated by human activities and are divided into legislative, moral, ethical, and
organisational. To some extent, they resonate with the levels of implementation of restriction regulators
considered above. Legislative means — regulation of rules of use, processing, and transfer of information of
limited access by regulations which establish measures of responsibility for violation of rules of access to
information. These remedies apply to all subjects of information relations. Organisational means —
organisational, technical, and legal measures at the level of the organisation, which regulate the list of persons,
equipment, materials, etc., are relevant to information systems, as well as modes of their operation and use.
This also includes certification of information systems or their elements, certification of facilities and entities
for compliance with security requirements. Moral and ethical means — moral norms or ethical rules that have
developed in society or the team, compliance with which helps to protect information and restrict access to it,
and their violation is considered non-compliance and leads to loss of prestige and authority.

Despite the expansion and ease of access to information received, in many countries, new legislation
and restrictions, including blocking and filtering, are holding back the free flow of information on the Internet.
The age of digital technologies marks the advent of a truly democratic culture of participation and interaction,
and fulfilment of this opportunity is a major challenge today. With the advent of the new digital age, attempts
to restrict the free flow of information on the Internet are doomed to failure [2]. Admittedly, the right to
information, the right to disseminate and receive information in the age of global relations must belong to
everyone. However, there will be two classes in society: those who have access to the Internet and those who
do not. However, the right to information, the right to connect, are undoubtedly one of the fundamental
freedoms. According to Article 19 of the Universal Declaration of Human Rights, “Everyone has the right to
seek, receive, and disseminate information and ideas by any means and regardless of national borders”.
Therefore, the application of restrictions should be considered on a case-by-case basis using the “harm test”
and the “public interest test”, and should be expressly stipulated by legislation.

CONCLUSIONS

In the context of the development of the information society, the question of socio-philosophical aspects of
access to information arises among one of the most relevant and unresolved. As the analysis indicates, the
allocation of the issue of rights to access information from the general concept of property was not previously
understood as a socio-philosophical problem, and was considered only from a cognitive or legal standpoint.
From the socio-philosophical standpoint, the components of the real right to information were not considered,
which led to several problematic aspects in the regulation of this area. This issue was mostly part of the type
of property as a whole, intellectual property or ownership of material goods. Therefore, the applied approach
to the development of methodology for analysis and philosophical generalisation of ownership of information
and its components for use, receipt, sale, etc. can be considered a precedent.
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